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Intelligent unmanned cluster system development and practice Full-

stack development case based on RflySim toolchain

Lecture 9 Communication protocol and cluster networking
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nl“ 1. Installation method

1.1 Components that need to be installed
e Visual Studio 2017 (both trial and full versions need to be installed)

e Configure the C++ compiler for MATLAB (both trial and full versions need to be
Installed)

* Matlab 2023a* (advanced full version installation)

The following describes the installation method of Visual Studio 2017 (requires
Internet connection): In this platform, the installation package of Visual Studio 2017
has been placed
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nl“ 1. Installation method

1.2 Installation method of Visual Studio 2017

* First, we can open the platform installation location and find the location
*\PX4PSP\RflySImAPIs. Here are some routines in the platform and software installation

packages.

» After that, we can open the content of Chapter 4 and find the basic version of the routine,
4.RflySimModel .BasicExps, where we can find the folder named VS2017Installer, which is
the installation package of Visual Studio 2017.

VS2017Installer 2023/11/7 19:20 prig laeo s

M Online installation steps (requires Internet
connection) are as follows: Visual Studio
w2017 Older Downloads - 2019, 2017, 2015, and
previous versions (microsoft.com)
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i ‘ 1. Installation method
1.2 Installation method of Visual Studio
2017

« Install Visual Studio 2017 (you can
also use other versions, as long as
MATLAB can recognize it).

« The Visual Studio compiler will be
used in many areas of subsequent
courses, such as the use of MATLAB
S-Function Builder module, Simulink
automatically generating C/C++
model code, etc.

« For this course content, you only need
to check ""Desktop Development in
C++" in the picture on the right.

o

IE¥Ef£3 - Visual Studio Community 2017 - 15.9.56

I{etaEm  =1M4EH% BEE REUE
Windows (3)
_:| NET REF & /M C++ MREFE
&M C#, Visual Basic 7 F# SR WPF, Windows B &1 = Microsoft C++ TEZ, ATL 5t MFC %£5E Windows £
HEMARR, ERNARZERF.

m M #A Windows FEFE
M =R c#. VB, JavaScript SLETEER C++ ER Windows T
HEENAERF.

Web 1= (7)

ASP.NET #1 Web F5&
= ASP.NET, ASP.NET Core, HTML/JavaScript f1 23
Docker STIFHIEEE £ AL Web RIFAERF.

IA Azure FF &
RTFAESMNA. BIEZEURERDE Docker THNE
2867 Azure SDK, TEFIRE.

Node.js 7%

? Pythonﬁﬁ
¥ Python #4T8HRE. Bid. TEXFENERBER. fEMA Node.js

(— T EaSSEMHWENT JavaScript ST E
uE

C:\Program Files (x86)\Microsoft Visual Studio\2017\Community

R R{E A RIRFE S ATIE Visual Studio RREAIVEANE. HATERMEN Visual Studio FEEE I HITE.
BT B R AT . SR TR IRE S & olil,

RS BRRITIFR], ME=HASHHE
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nl“ 1. Installation method

e 1.2 Installation method of Visual Studio 2017

e Note: Higher versions of MATLAB can also install VS2019, but MATLAB can only recognize
Visual Studio versions lower than its own, so MATLAB 2017b cannot recognize VS 2019.

* Note: Please do not change the default installation directory of VS (for example, install to
drive D), otherwise MATLAB will not be recognized.

e Cannot use Mingw compiler, requires VS
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« 1.3 Configure the C++
compiler for MATLAB

* Enter the command “mex - setup”
in the MATLAB command line
window

* Generally speaking, the VS 2017
compiler will be automatically
recognized and installed. As shown
in the picture on the right, "MEX
Is configured to use "Microsoft
Visual C++ 2017" for compilation™,
indicating that the installation is
correct.

e If there are other compilers, you
can also switch to other compilers
such as VS 2013/2015 on this page

f Microsoft Visual C++ 2013 (C)

| EEEFRMES.

1. Installation method

PAHT C

BEERIE.

"Microsoft Visual C++ 2017 (cC)’
#0 Fortran API Eﬁ?ﬁ. EMS'Eﬁ

BIRLARI B APT.
V] BAFE LTS ol Ak 3% B 88 2 B AR X AS 8.

http://www. mathworks. com/help/matlab/matlab external/upgrading-mex-files—to-use-64-bit1

BIRIZEFAELR ¢ /iFE, EFNLAT RN EF—Fhig S
mex -setup:D:\MATLAB\RZ2017b\bin\win64\mexopts\msvc2013. xml C
mex —setup:D:\MATLAB\RZ017b\bin\wint4\mexopts\msvc2015. xml C

mex —setup:C:\Users\dream‘AppData‘\Roaming\MathWorks\MATLAB\R]

Microsoft Visual C++ 2015 (C)
Microsoft Visual C++ 2017 (C)

& M DA T T AR i 4% — e
mex —setup C++
mex —setup FORTRAN
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ni ‘ 1. Installation method

- 1.4 Installation method @\ MathWorks® =& mwsz =x =5 ux =
of Matlab 2023a

MATLAB
« MATLAB installation

2m RENT] EESI8R - =258 - FEEA

package download path:

S B i

MATLAB ST TR IR S SR E AR et
HTA, SRS, SRR,

KHU MATLAB



https://ww2.mathworks.cn/products/matlab.html
https://ww2.mathworks.cn/products/matlab.html
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ni ‘ 2. Introduction to key interfaces

« 2.0 Overview of Basic
EXxperiments
Including basic functio
n interface ""RflySImA
P1s/9.RflySImComm

For detalls, see
and

=2
il

1.DDS

2.Mavlink

3.MgttDemo

4. NetSimMini_redis_nomat
5.RedisDemo
B6.PythonMetSimAPRI

el-ResourcesFile

el-Fast-DDS

e2-MQTT
e3-PythonMetSimAPI-CentCtrl
gd-PythonMNetSimAPI-newest
e5-PythonMNetSimAPI-SimpPack
e6-Redis
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API_en.pdf
API_en.pdf
Readme_en.pdf
Readme_en.pdf

L Lo

« 2.1 DDS networking
communication experiment

« Configure the environment required
for DDS networking. Create DDS
protocol and transceiver port by
yourself to implement DDS
communication.

* For detailed operations and
experimental results, see

2. Introduction to key interfaces

F:\work\Git\9.RflySimComm\SourceCode\e3\DDS A [ & {5 4| 2 \windows\Fast-DDS-python-1.2.0\Demo>python HelloWorldExample.py -
p publisher

Received {message}

Creating Start.

Creating publisher.

Writer is waiting discovery...

Publisher matched subscriber 1.f.a7.60.60.69.24.f7.0.0.0.0.0.0.1.4
Writer discovery finished...

Sending Hello World : @

Sending Hello World : 1

Sending Hello World : 2

Sending Hello World : 3

Sending Hello World : 4

Sending Hello World : 5

Sending Hello World : 6

Sending Hello World : 7

Sending Hello World : 8

Sending Hello World : 9

F:\work\Git\9.RflySimComm\SourceCode\e3\DDSH [ i& {5 il 3£ \windows\Fast-DDS-python-1.2.0\Demo>python HelloWorldExample.py -
p subscriber

Received {message}

Creating Start.

Creating subscriber.

Press any key to stopSubscriber matched publisher 1.f.a7.60.44.27.94.4b.0.0.0.0.0.0.1.3

Received Hello World : @

Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World :
Received Hello World : 9

Subscriber unmatched publisher 1.f.a7.60.44,27.94.45.0.0.0.0.0.0.1.3

0 30 O = WK



0.ApiExps/1.DDS/readme_En.pdf
0.ApiExps/1.DDS/readme_En.pdf

ni ‘ 2. Introduction to key interfaces
« 2.2 MAVIink communication
experiment

 Use MAVIink communication to achieve
aircraft control and obtain aircraft flight
status information using different
communication modes.

* For detailed operations and
experimental results, see
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0.ApiExps/2.Mavlink/readme_En.pdf
0.ApiExps/2.Mavlink/readme_En.pdf

2. Introduction to key interfaces

Al

« 2.3 Mqtt communication
experiment

« Use mqtt to start the server,
connect the publisher and
subscriber to the server, and
Implement communication
through topic sending and
receiving.

o For detal Ied Ope rat|0ns and Connected to MJTT with result code @
experimental results, see

Received message on topic mytopic: this is my topic !!!
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0.ApiExps/3.MqttDemo/readme_En.pdf
0.ApiExps/3.MqttDemo/readme_En.pdf
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2.4 Network simulation

experiment

By creating Redis communication, the
Impact of terrain on signal transmission
Is simulated. Obtain communication
quality between drones.

For information about the installation
and use of Redis, see 1.BasicExps 0-
ResourcesFile\Redis networking
communication routine under
Windows.pdf

For detailed operations and experimental
results, see

=

2. Introduction to key interfaces

| PyNet Plot

15 Ef#, 0.222
25 3. 0.206
35 B, 0.231

15 545 Pl 2R : 84. 400 ms

' +16°0 ‘ 0.559 -.m 0.563 |‘

2% 545 LA 4EIR : 197. 215 ms
35 545 PR #EIR: 159. 706 ms
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0.ApiExps/4.NetSimMini_redis_nomat/readme_En.pdf
0.ApiExps/4.NetSimMini_redis_nomat/readme_En.pdf
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2. Introduction to key interfaces

channel: This is a example channel

° 25 REdiS Communication 8.00012874603271484375

channel: This is a ex C

simulation experiment 0.0ce15306472778

8.88816355514526367183

« Start the Redis server, create channel: This is a
- - - g.8881513957977204922
d CommunICatlon Ilnk, and channel: This is a example «
- - g.8881938343848895783
SlmUIate REdIS channel: This is a ex
- - 8.808182628631591 70688
Con“T“”"Cauon- channel: This is a example channel
&.80816299244682041406
channel: This i X channel
. ] 8.00081423358917236328
° For deta”ed Opera'uons and channel: This is a example channel

. &.8081418598545654297
exper|menta| reSUItS, see channel: This is a example channel
8.880817142295337482344
channel: This is a example channel
8.88815234947204589844
channel: This is a example channel
8.8081685619354243847
channel: This is a example channel
g.8082828942188154297
channel: This is a example channel
8.88819931793212208625
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0.ApiExps/5.RedisDemo/readme_En.pdf
0.ApiExps/5.RedisDemo/readme_En.pdf

ni ‘ 2. Introduction to key interfaces

« 2.6 net networking
experiment

« Realize data sharing by sending
data to different ports under the
same IP and understand the
communication principle.

« [For detailed operations and
experimental results, see

16



0.ApiExps/6.PythonNetSimAPI/readme_En.pdf
0.ApiExps/6.PythonNetSimAPI/readme_En.pdf

L Lo

2. Introduction to key interfaces

2.7 Coarse-grained cluster

networking experiment

The data sent through the drone cluster
network will be sent to the 30000 port
monitored by the coarse-grained
networking program, and then based on
the coarse-grained networking rules, it
will be judged whether it can reach the
destination drone and packet loss will be
calculated.

PSP\Pythond8|python.ex

For detailed operations and experimental
results, see



0.ApiExps/7.NetSimMini_redis_nomat/readme_En.pdf
0.ApiExps/7.NetSimMini_redis_nomat/readme_En.pdf
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ni ‘ 3. Basic experimental cases

« 3.1 fast-DDS
communication networking
experiment

e Use fast-DDS to realize
Information exchange
between aircraft.

* For detailed operations and
experimental results, see

19



1.BasicExps/e1-Fast-DDS/readme_En.pdf
1.BasicExps/e1-Fast-DDS/readme_En.pdf

i ' 3. Basic experimental cases

« 3.2 MQTT multi-drone

) SR (84,

control experiment mﬂ [
« Use mqtt to realize ;E:m, b 7.6 BEER S
- - (B
iInformation exchange 2 IR () BEER (4 350 (12800
between aircraft, and use ;z:‘;”i; i :
Mavlink to realize the
control of the aircraft itself.
A
Piéd Apmed!
4%71115”121“%’%’% B3z WEEED
» For detailed operations and izeiics

experimental results, see

20
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1.BasicExps/e2-MQTT/readme_En.pdf
1.BasicExps/e2-MQTT/readme_En.pdf

3. Basic experimental cases

e 3.3 Net-CentCtrl aircraft
communication e
experiment = SisEEEE, DS WEERD

« Use Net to complete
Information exchange
between aircraft.

« [For detailed operations and
experimental results, see



1.BasicExps/e3-PythonNetSimAPI-CentCtrl/readme_En.pdf
1.BasicExps/e3-PythonNetSimAPI-CentCtrl/readme_En.pdf
1.BasicExps/e3-PythonNetSimAPI-CentCtrl/readme_En.pdf

4

o

e 3.4 Net alrcraft communication
experiment

« Use Net to complete data interaction
between aircraft. In this routine, the
aircraft shares its own information
to the networking program and then
the networking program distributes
It to each aircraft.

« [For detailed operations and experimental
results, see

3. Basic experimental cases

net.enNetForward([616€e], '224.8.6.18")

prlnt( Check if CopterSim 3D Fixed. ")
while H
if mav.isPX4Ekf3DFixed:
print( CopterSim/PX4 3D Fixed, ready to fly."')
break
time.sleep(@®.5)

time.sleep(1)
print('Start Offboard Send!')

mav.initOffboard()
time.sleep(1l)

net.StartNetRec(60€01, '224.0.0.18")

receiveFromUavCommunicationDatas(self, port:int = 610@8):

sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM, socket.IPPROTO_UDP)
sock.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
sock.bind(('©.8.0.8"', port))

mreq = struct.pack("=4sl", socket.inet_aton("224.0.0.10"), socket.INADDR_ANY)
sock.setsockopt(socket.IPPROTO_IP,socket.IP_ADD_MEMBERSHIP,mreq)

while
buf, addr= sock recvfrom(1924)

Dests(SendMask StartIdx)
del tIds =[]
curTime = time.time_ns()/1le9
targetTimePortlList=[]
for tgID in destIds:
targetTimePortList.append((TimeUnix+0.805,60000+tgID))

self.uavsSendmutex.acquire()
self.uavsPacketBufList.append([buf,targetTimePortList])
self.uavsSendmutex.release()

~ LL
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1.BasicExps/e4-PythonNetSimAPI-newest/readme_En.pdf
1.BasicExps/e4-PythonNetSimAPI-newest/readme_En.pdf
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3. Basic experimental cases

3.5 Net aircraft communication
experiment

Use Net to complete information
exchange between aircraft.

For detailed operations and
experimental results, see

KR4S EHlaEdE
EHASAERTE] (Ffis) | BEEE (Bfiims) | £E%R (x,y,z $fim)

4= ki, {AERdE]:
SRR E T
i TR KA
H0 KBEHKE
PxA Armed!
Tk, BaEulEEEmh
e
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1.BasicExps/e5-PythonNetSimAPI-SimpPack/readme_En.pdf
1.BasicExps/e5-PythonNetSimAPI-SimpPack/readme_En.pdf
1.BasicExps/e5-PythonNetSimAPI-SimpPack/readme_En.pdf
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4. Advanced interface experiment

4.1 Redis communication
experiment

Send multiple times,
subscribe multiple times.
Implement inter-aircraft
communication based on
Redis.

For detailed operations and
experimental results, see

PublicUavData():
while

mav.netEvent.wait()

TimeUnix = time.time_ns()/1le9
UAvl = {
"timeDelay imeUnix,
"CopterID":mav.CopterlD,
imeStmp™ :mav.uavTimeStmp,
gEular":mav.uavAngEular,
:mav.uavVelNED,
e" :mav.uavPosGPSHome,
av.uavPosNED,
"uavGlobalPos":mav.uavGlobalPos}
mav.netEvent.clear()
for uav in enNetForwardList:
redisConnect.pub_data(uav,UAV1)
time.sleep(©.1)

sub_callback(channel,data):
TimeUnix = time.time_ns()/1e9
data["timeDelay”] = TimeUnix - data["timel
if data["CopterID"] 78
if len(UavData) < 1:
UavData.append(data)
else :
UavData[@] = data
elif data["CopterID"] == 3
if len(UavData) < 2:
UavData.append(data)
else :
UavData[l] = data
elif data[“"CopterID"] == 4:
if len(UavData) < 3:
UavData.append(data)
else :
UavData[2] = data



2.AdvExps/e1-Redis/e6.1/readme_En.pdf
2.AdvExps/e1-Redis/e6.1/readme_En.pdf

4. Advanced interface experiment

4.2 Redis communication experiment

Use set and get for data interaction
between aircraft.

For detailed operations and
experimental results, see

SetUavData():
le 8

mav.netEvent.wait()

TimeUnix = time.time_ns()/1eS
UAVL = [
"timeDel :TimeUnix,
"CopterID":mav.CopterID,
imeStmp":mav.uavTimeStmp,
ngEular":mav.uavAngEular,
elNED" :mav.uavVelNED,
mav . uavPosGPSHome,
av.uavPosNED,|
":mav.uavGlobalPos]}
mav.netEvent.clear()
redisConnect.set_data( ", UAV1)
time.sleep(@.1)

GetCallback(UavList):
while
for uav in UavList:
data = redisConnect.get_data(uav)
if data != B

UavData[uav] = data

TimeUnix = time.time_ns()/1e9

UavData[uav]["timeDelay"] =TimeUnix - UavData[uav][“timeDe
time.sleep(@.01)

SetUavNet():
thread = threading.Thread(target=SetUavData, )
thread.start()

GetUavNet():
GetUavList =["U

thread = threading.Thread(target=GetCallback, args=(GetUavlList,))
thread.start()

26


2.AdvExps/e1-Redis/e6.2/readme_En.pdf
2.AdvExps/e1-Redis/e6.2/readme_En.pdf

4. Advanced interface experiment

o

4.3 Redis communication it s
expe ri me nt mav. netEvent.wait()

« Send once, subscribe multiple e = e e 16010

UAV1 = {

times. Realize data interaction e e,

imeStmp” :mav.uavTimeStmp,

between aircraft based on e, S

":mav.uavPosGPSHome,

- av.uavPosNED,
I ze IS. " lobalPos" :mav.uavGlobalPos}

mav.netEvent.clear()
redisConnect.pub_data("U UAV1)
time.sleep(©.1)

sub_callback(channel,data):
UavID = channel.decode('utf-8")

* For detailed operations and e s

UavData[UavID]["timeDelay™] =TimeUnix - data["timeDelay"]

experimental results, see

thread = threading.Thread(target=PublicUavData,)
thread. start()

SubUavNet () :

message_type = 'message

channels_to_subscribe = ["UAV2", "UAV3", "UAV4"]

thread = threading.Thread(target=redisConnect.sub_data_multiple channels, args=(message_type,channels_to_subscribe,sub_callback,))
thread. start()



2.AdvExps/e1-Redis/e6.3/readme_En.pdf
2.AdvExps/e1-Redis/e6.3/readme_En.pdf
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nl‘ ‘ 5. Advanced case experiments

5.1 Net networking experiment

This program will send the data to
(netSimPort, netSimIP), transfer it
through the network simulator, and then
send it to the IP and port of the
corresponding aircraft based on the
target ID. And actually detect the
communication quality between aircraft.

For detailed operations and
experimental results, see
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2.AdvExps/e2-NetSim4Demo/readme_En.pdf
2.AdvExps/e2-NetSim4Demo/readme_En.pdf

Al

5.2 Redis network signal quality
detection experiment

During simulation, create data
interaction between multiple nodes,
detect and return the communication
quality between nodes. Deepen your
understanding of Redis communication.

For detailed operations and
experimental results, see

=

5. Advanced case experiments

B | PyNet Plot

15 FEf . 0.222
25 3. 0.206
35 EfE. 0.231

15 545 HlA) 23R : 84. 400 ms

' +16'0 ‘ 0.559 -.m 0.563 |.

2% 545 HLR)4ER: 197,215 ms
35 545 LR EEIR: 159, 706 ms
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2.AdvExps/e3-NetSimMini_redis_nomat/readme_En.pdf
2.AdvExps/e3-NetSimMini_redis_nomat/readme_En.pdf
2.AdvExps/e3-NetSimMini_redis_nomat/readme_En.pdf

4

PX4 Armed!

¢ 53 Stand'alone ContrOI port 22001

Start network serve.

experiment and Online Eldiz*ZDSS:iBB“-d -278943.02584314583, -1
detection experiment '

5. Advanced case experiments

SHNIERYS: 1855ms

2rptiglie . 3 Vehicle Info of ID 1 with style 3
'}-ﬁﬂjlﬁ—-l:'j 2 =l Timestemp (s): 46.5950
- 400 Position xyz: -111.454, -23.486, -41.275
- 1@85ms Euler angles: -0.020, 0.354, -0.005
Velocity xyz: -11.308, -2417, -3.003
Angular rate: -0008, 0001, 0.000
Acceleration xyz: -0072, 0067, -0.07
GPS Pos: -111.45350572, -23.48642458, -41.27513027
Actuator output 1 - 8: 651003, 5083.28, 6430.30, 516202, 000, 000, 000, 000

 Add heartbeat detection
function to detect its own
communication status.

« For detailed operations and
experimental results, see

- 1457ms
i
- 1672ms
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2.AdvExps/e4-Python/readme_En.pdf
2.AdvExps/e4-Python/readme_En.pdf
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6. Expand cases

Al

« 6.1 Redis networking signal 7 PyNet Plot
guality detection
experiment —

« The program communicates T ——
through Redis set and get. —

15 545 HlA)ZEiR: 84. 400 ms

. +16°0 ‘0.559 -.I|D.563 |‘

« For detailed operations and
experimental results, see s R, 1575
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3.CustExps/e0-NetSimMini_redis_mat/readme_En.pdf
3.CustExps/e0-NetSimMini_redis_mat/readme_En.pdf
3.CustExps/e0-NetSimMini_redis_mat/readme_En.pdf
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ni' /. Summary

 This lecture mainly explains the communication creation of drones and the networking between
aircraft. It is divided into three parts: basic experiments, advanced experiments and extended
cases. It can realize local area networking, drone cluster communication and different
communication architectures.

|f you have any questions, please go to https://rflysim. com/ for more
information.

E afe L% paly Pie

More tutorials on Scan the QR code for consultation and RflySim technical exchange group
RflySim communication

AR GERE -



https://space.bilibili.com/3493283546269949?spm_id_from=333.1007.0.0

Thanks!
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